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Technology is evolving at an extraordinary pace, driving historic changes in consumer behavior 

and expectations. These changes are predicted to accelerate even more over the coming 

years as preferences toward electronic channels increase and emerging technologies 

disrupt current business models and services.

This technological evolution is impacting the 

financial services industry significantly. Increasingly, 

customers are shifting from physical locations to 

digital channels, with financial technology, or fintech, 

companies accelerating the speed of innovation to 

unprecedented levels, challenging traditional firms 

and regulators to keep up.

Each year, fintech companies are offering a wider range 

of financial services and products, including peer-to-peer 

payment services, mobile wallets, lending, treasury 

management services, robo financial advice and many 

more. Fintech companies are applying innovative 

technology and new business concepts to the challenges 

firms face in managing regulatory risk and compliance, 

with products now referred to as regulatory 

technology, or regtech, which aims to make regulatory 

compliance more streamlined, integrated and less costly.

To remain competitive, many financial institutions 

are adapting their research and development (R&D) 

processes and capabilities in response and are 

developing more advanced products and services to 

meet changing customer demands. Legacy financial 

institutions are forming partnerships with fintech 

companies or are acquiring specialty start-up firms 

to collaborate on the development of new technology. 

Such partnerships bring many benefits, but they also 

subject the fintech company to the same rigorous 

third-party risk management practices as financial 

institutions, and potentially to direct oversight by 

financial services industry regulators. This calls for 

rigorous, comprehensive third-party risk management.

This paper summarizes key elements of an effective 

third-party risk management lifecycle and how to 

manage the elements of an R&D process adapted for 

innovation to support and streamline growth and adopt 

new technology. By integrating these components, 

fintech companies and financial institutions can face 

the future confidently by navigating a highly complex 

regulatory environment while maintaining speed and 

flexibility to innovate responsibly.

Introduction

This paper summarizes key elements of an effective third-party risk management lifecycle and how to manage the 
elements of an R&D process adapted for innovation to support and streamline growth and adopt new technology. 
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The Current Regulatory Landscape

To effectively compete in today’s competitive market-

place, banks are embracing innovation in numerous 

ways, primarily by increasing their reliance on third 

parties and developing in-house solutions to provide 

the critical products and services necessary to stay 

competitive. The fintech expansion has increased regu-

latory scrutiny, whereby regulators are seeking to bring 

some of these companies under their supervision. The 

U.S. Office of the Comptroller of the Currency (OCC) has 

issued several papers focused on the need for responsible 

innovation, including proposals for fintech companies 

to be granted special-purpose charters to operate within 

the financial system and subject to the same rigorous 

standards of safety and soundness, fair access, and fair 

treatment of customers that apply to all national banks 

and federal savings associations.1

Granted, these are only proposals, but financial services 

organizations entering into partnerships with fintech 

companies still must deal with numerous external 

factors and regulations impacting the industry and 

the risks associated in dealing with third parties. In 

the U.S., various regulatory agencies responded to the 

global financial crisis that began in 2006 with a series 

of pronouncements governing how banks and other 

financial institutions should manage technology and 

outsourced providers, and ultimately extended this to 

all vendors and third parties.

The OCC, the Federal Reserve, the Federal Financial 

Institutions Examination Council (FFIEC) and the 

Consumer Financial Protection Bureau (CFPB) have 

all released updated guidance on requirements for 

robust third-party risk management practices at 

financial institutions.2 Deficiencies in third-party 

risk management practices, including weak oversight 

by financial institutions, have come under close 

regulatory scrutiny, with some facing severe penalties 

in fines and reputational damage.3

The impact of regulatory guidance was widespread 

and continues to increase today. As recently as January 

2017, the OCC published Bulletin 2017-7, Supplemental 

Examination Procedures for Third-Party Relationships. 

The latest document from the U.S. regulator further 

raises the bar and expectations on how banks must 

manage the entire lifecycle of third-party relationships.

1 “Supporting Responsible Innovation in the Federal Banking System: An OCC Perspective,” U.S. Office of the Comptroller of the Currency, March 2016: www.occ.
gov/publications/publications-by-type/other-publications-reports/pub-responsible-innovation-banking-system-occ-perspective.pdf; “Recommendations and Decisions 
for Implementing a Responsible Innovation Framework,” OCC, October 2016: https://www.occ.gov/topics/responsible-innovation/comments/recommendations-
decisions-for-implementing-a-responsible-innovation-framework.pdf; and “Exploring Special Purpose National Bank Charters for Fintech Companies,” OCC, 
December 2, 2016: https://www.occ.gov/topics/responsible-innovation/comments/special-purpose-national-bank-charters-for-fintech.pdf.

2 See “Guidance on Managing Outsourcing Risk,” Federal Reserve System, December 2013: www.federalreserve.gov/bankinforeg/srletters/sr1319a1.pdf#; 2013-
29, published in December 2013: www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html; and CFPB Bulletin 2012-03, published on April 13, 2012: 
http://files.consumerfinance.gov/f/201204_cfpb_bulletin_service-providers.pdf.

3 Santander was ordered to pay $10 million by the CFPB for illegal overdraft selling practices by third-party telemarketers in July 2016: www.consumerfinance.gov/
about-us/newsroom/consumer-financial-protection-bureau-orders-santander-bank-pay-10-million-fine-illegal-overdraft-practices/; American Express was fined 
$59.5 million for transgressions by its telemarketers in 2013: www.consumerfinance.gov/about-us/newsroom/cfpb-orders-american-express-to-pay-59-5-million-for-
illegal-credit-card-practices/; and JPMorgan Chase was fined $309 million for its “add-on” sales practice for credit cards, also sold by third-party telemarketers: www.
consumerfinance.gov/about-us/newsroom/cfpb-orders-chase-and-jpmorgan-chase-to-pay-309-million-refund-for-illegal-credit-card-practices/.

Deficiencies in third-party risk management practices, including weak oversight by financial institutions, have 
come under close regulatory scrutiny, with some facing severe penalties in fines and reputational damage.
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The Protiviti third-party risk management (3PRM) lifecycle, as depicted in the model below, can guide fi nancial 

services organizations in building capabilities to manage their third-party risk with the rigor and level of detail 

needed to support eff ective, scalable and compliant programs.

Following is a summary of the key elements of this 3PRM lifecycle.
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The lifecycle begins well before a specific third party 

is identified in the R&D and planning process. It 

includes identifying and planning for any needs of 

the financial institution that cannot be met through 

internal resources and processes. This planning 

process involves considering the potential risks and 

exposures posed by the potential third party, what 

risks the contractual relationship might impose on 

the company, and how these risks will be mitigated, 

actively managed and monitored. 

Once potential third parties are identified, typically 

through a sourcing process, rigorous vetting, risk 

assessment and due diligence should be performed 

as part of the third-party selection process. Such due 

diligence should include an evaluation and analysis 

of the inherent risk driven by the type of service 

(or product) being provided and the specific control 

environment of the third party providing the service 

or product. Combining these two factors should equate 

to a “residual” risk score that drives segmentation and 

risk tiering of the third-party relationships. The risk 

tier should ultimately dictate the contracting strategy 

and requirements (including inclusion of specific 

terms where needed) as well as the frequency and 

type of monitoring. 

A critical component of due diligence is the risk 

assessment process. Using a “bilateral risk assessment,” 

companies can assess the category of what is being 

provided (inherent risk) separately from the vendor 

that is providing the service or product. These can then 

be combined to get a true picture of residual risk and to 

determine an overall third-party risk management tier. 

The risk assessment process should consider an array 

of risk domains, including compliance, concentration, 

reputation, legal, country, operational, strategic and 

credit risk. The type of product or service should drive 

the level of due diligence required for the provider. The 

higher the risk, the more due diligence is needed, taking 

a deeper dive into the third party’s financial reports, 

management background, reputational checks, security 

and privacy controls, business continuity management, 

and compliance framework, among other areas.

Next, depending on the third party’s risk management 

organizational structure and ownership of third-party 

relationships, the business, as well as information 

security teams and the compliance department, can 

conduct individual deep-dive assessments. This process 

is generally managed centrally, either by procurement 

or by a central vendor management organization. 

By combining the category risk assessment with the 

provider risk assessment, the financial institution is able 

to set out specifics in the contracting and onboarding 

phase, which can stipulate important issues such as 

provisions around the protection of personal information, 

ownership of intellectual property and expectations for 

managing subcontractors, among others. In addition, 

leveraging a bilateral risk assessment to segment and 

prioritize third-party relationships provides additional 

rigor and opportunities to streamline the process through 

automated scoring.

Development, negotiation and execution of a contract 

with third parties is a key step in establishing the pricing, 

scope and performance expectations of the relationship, 

including deliverables, acceptance criteria, milestones 

and service level agreements. Contracts also serve as 

the foundation to establish expectations around key 

terms such as limitations of liability, indemnification, 

data security and privacy requirements, regulatory 

compliance, management of subcontractors (fourth 

parties), and termination rights. Contracts should take 

into account the key risk factors and have appropriate 

mitigating controls where possible.



Enabling Speed of Innovation Through Effective Third-Party Risk Management  ·  5protiviti.com

Once the contract is executed, the most important 

activity in managing third parties begins, which is 

monitoring both performance and ongoing risk. The 

frequency and extent of monitoring should be dictated by 

the segmentation and risk tiering strategy and process. 

Many banks struggle to hand off a completed contract 

effectively (often drafted and negotiated centrally) to the 

business owner that will be responsible for managing 

and monitoring the relationship and contract. This 

“first line of defense” activity is crucial, yet it is often 

not seen as part of an individual’s day job and thus gets 

swept aside. In response to this challenge, many banks 

establish first-line vendor management offices (VMOs) 

to facilitate monitoring within the lines of business. 

There can also be secondary monitoring and reporting, 

either by procurement or the central vendor management 

function, acting as the second line of defense. Monitoring 

must include the periodic reporting through committees, 

which have delegated oversight responsibility from the 

board of directors, as well as continuous review of actual 

risks, emerging risks and early detection of performance 

deterioration. This also includes the development and 

review of a timely corrective action and, if required, the 

identification and mitigation of risks associated with the 

termination of a contract relationship. 

Guiding Principles and Operational Improvements

Bookending the third-party risk management lifecycle are guiding principles and operational improvements, 

which help scale the process for different companies. 

Some key considerations and guiding principles to consider when implementing or refreshing a third-party risk 

management program include:

01
Compliant — More than just compliance, firms should consider all external and market factors. Whether the 
company is a national bank (governed by the OCC), a credit union or a state chartered bank (governed by the 
Federal Reserve Bank or FDIC), all the governing bodies have fairly consistent guidance, with some being more 
prescriptive than others. Insight can be gained by looking at leading practices as well as the regulatory guidance.

02
Effective — Simply stated, does the third-party risk assessment process function as intended and as designed? 
Translating a process on paper into practice can be the most challenging part and the area where many companies 
struggle. How do you actively engage the lines of business and consider the needs of individuals in the first line of 
defense that own the relationships? Does the process work for them?

03
Scalable — Scalability is not always about technology, but it certainly helps. Scalability also considers the 
robustness of the processes and controls, and whether they are automated. Does the company have the right 
process infrastructure to carry the weight of double the volume? Firms need to ensure that workflow, queue 
management, control reporting, exception management and efficient and streamlined processes are in place. 
Without these, current processes may collapse over time.

04
Fit for purpose — A third-party risk management program for a bank with $25B in assets looks a lot different 
than that of a $100B bank. Even though it contains all the same components, the level of rigor and detail — 
and the amount of automation through workflow — changes with the size and risk profile of the company. The 
foundations need to be in place, but it is generally something addressed in phases over time as the bank grows.
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Benefits can be gained through operational improve-

ments by following these guiding principles throughout 

the third-party risk management lifecycle. As an 

example, by monitoring and managing procurement and 

contracting more closely, as this process dictates, the 

organization will be consolidating a number of vendors 

for each type of category to limit its risk exposure. 

It is less risky to do business with a few firms than 

with 50 separate vendors, which need to be monitored 

individually. It has obvious cost benefits, but, more 

importantly, fewer vendors can be monitored much 

more closely for performance against contracted 

service-level agreements, billing and pricing, as well 

as accuracy, enabling improvements. 

Underpinning the lifecycle are leading practices that 

include organizational design; governance, policies and 

procedures; supporting methodology and frameworks; 

and enterprise visibility. These are areas that the more 

mature organizations should consider as they evolve 

their lifecycle process. 

Additionally, the enhanced regulations encompass 

all vendors that provide a service to the financial 

institution in exchange for a fee. The third-party risk 

management lifecycle framework therefore should 

apply to all third-party providers, affiliates (such as 

credit card providers to a bank that scrape a fee off 

the revenue the bank earns), joint ventures, fintech 

companies and outsourced providers — not just 

traditional “vendors.” 

The third-party risk management lifecycle framework should apply to all third-party providers, affiliates 
(such as credit card providers to a bank that scrape a fee off the revenue the bank earns), joint ventures, 
fintech companies and outsourced providers — not just traditional “vendors.” 
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Speed-to-market in such a rapidly evolving environ-

ment is essential. Many fi nancial institutions are 

leveraging customary third parties, while others have 

created open platforms where they invite innovative 

vendors as well as fi ntech companies to curate their 

product and service off erings. Although speed is 

important, and fi ntech fi rms typically accelerate the 

software development lifecycle through more modern 

ways of working, it must be achieved by establishing 

certain “guardrails” to protect both parties. In many 

cases, fi ntech fi rms are not simply contracted directly

by the fi nancial institution, but rather are becoming 

engaged early in the business development or R&D 

stage and, in some cases, evaluated as potential 

acquisition targets for the bank depending on the 

strategic nature of the capabilities sought. Financial 

institutions are increasingly setting up investment

arms where they own an equity interest and are

providing a customer base to the fi ntech fi rm, which 

subject the innovative third parties to the scope of

the regulations indicated in the framework.

Adapti ng the R&D Process for Innovati on

Research and Development Lifecycle

Internal consideration for 
compliance, data security 
and legal impacts of the 

potential service/solution

3PRM risk assessment 
and due diligence of 

fintech company

Compliance, data security and legal 
assessment on fintech company

Internal consideration for 
other risk domains

As fintech companies progress through each stage gate of the R&D lifecycle, there should be increasing rigor applied to due diligence 
activities to understand inherent and residual risks.    

Exploration Prototype Pilot Production
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Driving responsible innovation in the R&D process 

requires effectively integrating fintech companies into 

a partner firm’s existing third-party risk management 

program at an earlier stage in the innovation process. Our 

recommended R&D methodology sets out a process where 

the fintech company is integrated into the traditional 

institution’s third-party risk management program at the 

beginning of the relationship.

The objectives of the R&D activities mirror those of the 

planning and due diligence activities — to identify 

viable and qualified business partners. The benefit of 

this approach for both firms is that the third-party 

risk management due diligence is applied consistently 

throughout the R&D process. It also allows operational 

processes to be reviewed on both sides, which can 

subsequently lead to more rapid integration.

It is important that innovation and speed are not 

inhibited by a heavy third-party risk management 

program; however, this approach enables both firms 

to consider carefully any large-scale operational and 

technology changes the partnership may require at the 

beginning of the process, saving time and resources 

further down the line.

By taking a risk-based approach, an organization can 

tailor such changes to fit the specific risk posture and 

unique environment of the contracting party. This 

may include integrating products and services based on 

new technology into existing core systems and 

processes that could require modernization and/or 

transformation to work optimally. This process can 

also be used to flesh out and communicate to senior 

management proactively how the risks of such 

partnerships may impact the financial institution’s 

overall risk profile and appetite.

R&D Stage Gates in the Innovation Process

The collaborative R&D lifecycle approach consists of four 

primary stage gates:

 • Exploration/discovery

 • Prototype

 • Pilot

 • Production

As partnership fintech firms progress through each 

stage gate of the R&D lifecycle, the financial institution 

enhances its understanding of the specific controls the 

fintech entity will continue to operate once a product or 

service launches. If the fintech firm has been acquired 

by the financial institution, however, the controls 

should have been integrated into its infrastructure and 

environment after the initial phase gate. In such an 

instance, the continued due diligence would focus on 

the ongoing monitoring of those controls to identify 

any new issues fleshed out through more robust end-

to-end testing prior to “going live.”

Driving responsible innovation in the R&D process requires effectively integrating fintech companies into a 
partner firm’s existing third-party risk management program at an earlier stage in the innovation process.
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Research and Development Lifecycle

Exploration Prototype Pilot Production

R&D Phase Att ributes
Explorati on Prototype Pilot Producti on

• Sandbox environment with 
saniti zed data (quaranti ne)

• Unstructured development

• No system integrati on

• No access to producti on

• Controlled data (quaranti ne)

• Structured development/
use cases

• No system integrati on

• Friendly users (consenti ng 
employees or customers)

• Limited customer data

• Limited access to producti on

• Some “live” customers

• Defi ned use cases

• Access to sensiti ve data

• Access to producti on/
core systems

• Off ered to customers

Stage Gates
Explorati on to Prototype Prototype to Pilot Pilot to Producti on

• ID of viable third-party use cases for 
innovati on and fi rst-line approval 

• Internal pass/fail diagnosti c to
ensure controlled data and system
access parameters

• Third-party compliance screen

• First-line approval of testi ng and 
defi niti on for larger pilot program

• BCM internal pass/fail diagnosti c

• IT controls established on data exchange 
containing sensiti ve personal informati on

• Compliance approval on third party 

• First line of defense go/no-go decision 
on producti on

• Holisti c governance, controls and policies 
to miti gate BCM risk 

• Fintech and fourth-party BCPDR testi ng, 
compliance and sign-off 
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Exploration

There are many fintech firms in the financial services 

ecosystem, ranging from the small start-ups at the 

nascent phase of their development to larger, more 

developed firms that have secured funding and a growing 

client base. During the exploration phase, traditional 

firms can examine a number of potential fintech partners 

to assess which products and services would best fit their 

business strategy and integrate well into their existing 

infrastructure. Only a short list of candidates is selected 

to advance to the prototype and pilot stages.

During this stage, firms need to align a strategy of 

how they will be able to integrate the new product 

into their existing systems, while also considering 

the control environment, which will mitigate risks 

of the developmental product from the rest of the 

organization. This is also the time to evaluate the 

fintech firm’s own security and control environment, 

which can inform how the company should work with 

the organization. 

Based on the level of maturity, this could lead to a 

decision to develop a product in a contained “sandbox” 

— a controlled in-house environment with live testing 

— or accelerate a move toward a full-scale roll-out 

to customers. This allows the level of review from a 

compliance perspective and a cybersecurity perspec-

tive to be scaled to an appropriate level with sufficient 

controls, which will need to be put in place ahead of a 

full-scale rollout of the end product. 

Completing a full due diligence compliance assessment 

requires a much longer period before a product is ready 

for production. Typically, emerging fintech firms are not 

at a level of maturity to be able to prepare for or respond 

effectively to the full due diligence programs demanded 

by large financial institutions. Therefore, at this stage, 

the institution should determine whether it needs to 

assist the fintech with the development of appropriate 

internal processes, procedures and controls if they are 

lacking. Depending on the strategic nature of the product 

or service being considered, the business may decide to 

acquire the fintech outright to ensure governance and 

ownership over all aspects of security and compliance. 

Promotion to the next phase gate would require the 

fintech firm’s products and services to meet qualifying 

criteria such as passing internal diagnostic tests to 

ensure data and system access parameters, successfully 

completing a third-party compliance screening program, 

and receiving approval from the business on the viability 

of the product and/or service.

Prototype 

The selected products and services identified during 

the exploration phase are progressed to the prototype 

phase, where the product is developed using controlled 

data in a quarantined environment. More structured 

and robust use cases for the product or service are 

developed to ensure the viability of the technology, 

guaranteeing that it continues to meet the requirements 

of the business. This might include satisfying base 

operational process cases and unit and integration test 

cases and assessing projected demand and revenue, 

which can be achieved through small tests with 

consenting employees or certain customers.

Until the client base increases, the collaboration 

should avoid processes, controls and workflows that 

add to overhead costs and that are specific to client-

vendor relationships that do not contribute to the 

rapid development of the product or service. Instead, 

both companies should look to integrate working 

teams’ capabilities and processes to strive to create a 

software development lifecycle closer to that found in 

a single, agile company.
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In addition, the organization should identify any 

business-continuity issues with the new technology 

in failover scenarios, detailing the process of recovery. 

This process will assist with the identification of any 

missing controls and system requirements, such as 

disaster-recovery processes and protecting sensitive 

data. All these controls need to be defined and built, 

and then need to pass through a compliance approval 

process before this product is deemed suitable for 

advancement to the pilot phase.

Pilot

Once a product enters the pilot phase, the organization 

can address more specific compliance considerations. 

These could include data security requirements, financial 

due diligence and the legal ramifications around 

the legal structures shared between the bank and 

the fintech firm (for example, some are joint ventures, 

while others are pure third parties). Live data can 

be introduced at this stage to further test controls 

with a broader range and number of customers. The 

organization also can test more detailed and intricate 

end-to-end integration at this point, along with user 

acceptance testing from the business.

Companies should also increase the coverage of both 

automated and manual tests involving representatives 

from the business, as well as compliance and 

information security teams. Data-driven automated 

tests should be used to validate multiple scenarios in 

a single pass, and if the business includes first- and 

second-line representatives during these tests, a 

better evaluation and analysis of the inherent risk 

driven by the type of service (or product) provided 

by the third party can be fleshed out and addressed. 

The “residual” risk that drives segmentation and risk 

tiering of the third-party relationships can then be 

adjusted accordingly. 

For manual testing, firms should strive to achieve 

complete coverage and surfacing of all defects within a 

specified time frame. A risk-based approach should 

be used that leverages the existing test cases to 

determine which tests will be run for each release. 

Firms should introduce tests based on whether the 

top-level business process has been impacted.

This phase also enables the larger firm to regression 

review the fintech company’s control environment 

and conduct further testing of business-continuity 

management and disaster-recovery policies. Only once 

end-to-end testing from the user acceptance testing 

meets “go/no go” criteria, the holistic governance 

business-continuity management structure has been 

signed off and a thorough review of the fintech 

company’s fourth-party risk management controls is 

deemed to be satisfactory can the product be passed 

to the production phase. This phase also requires 

final approval from the business to move ahead. 

Production

Once the organization makes the decision to “go 

live,” fintech companies that are working with banks 

will ultimately have to complete the full scale of 

due diligence activities of a bank’s third-party risk 

management program before going to market and 

having access to the full scale of customer data or 

other sensitive access. At this point, the product 

will have access to sensitive live data and will be 

fully integrated into the company’s systems and 

infrastructure, which is then offered to customers 

as a valid product via various marketing campaigns. 

If the financial services organization fully considers 

all the control and compliance aspects throughout 

the early prototype and pilot phases, the due diligence 

burden is alleviated once the product reaches this 
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final stage of the R&D lifecycle, as it has essentially 

completed all the necessary steps along the way. 

This not only provides the business with confidence on 

the safety and soundness of new products and services 

but also gives the organization a distinct competitive 

advantage with quicker and more streamlined new 

service launches. 

Similarly, the R&D and planning process detailed above 

provides fintech companies, particularly smaller start-

up firms, with a more flexible and nimble approach 

to the rigorous requirements of standard third-party 

due diligence that is required by the regulators. Once 

this stage is completed, the start-up company is better 

positioned to comply with the process. Then, once 

the fintech firm has made it past the pilot stage and 

into production, the expectation is that it will be more 

prepared to respond to the due diligence pressure 

applied by the larger institution.

However, many fintech companies will not be 

mature enough to push to the production phase 

without additional assistance. In these cases where 

the product or service has a strategic interest by the 

business, the larger institution has the option to step 

in and help the fintech firm establish more mature 

capabilities in risk management, compliance and 

controls, facilitating the launch of a compliant and 

successful product to the market.

The R&D and planning process provides fintech companies, particularly smaller start-up firms, with a more 
flexible and nimble approach to the rigorous requirements of standard third-party due diligence that is required 
by the regulators. 
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The trend of collaboration between traditional firms, 

innovative third parties and regulators will continue 

to increase, as will expectations to manage risk in 

distributed environments. Therefore, firms need 

to modernize responsibly. Collaboration between 

financial institutions and fintech firms should follow 

the responsible innovation R&D and third-party risk 

management best practices set out in this paper. 

Traditional financial institutions must proactively look 

at innovation as both an opportunity and an emerging 

risk, and respond accordingly, either by developing 

their own fintech subsidiary companies or through 

acquisition. Large banks have set up fintech innovation 

labs or accelerators, which are testing disruptive 

technologies for their customers, with some firms also 

funding proof-of-concept tests for start-up firms with 

fintech partners.

In addition to avoiding the crosshairs of the regulators, 

implementing an effective third-party risk management 

program can yield significant operational improvements. 

The increased focus on third parties often leads to vendor 

rationalization, greater spend leverage, better contractual 

alignment and reduced costs, as well as driving improve-

ments in performance delivered from vendors and 

third parties.

Many organizations are seeking third-party partner-

ships to develop innovative products and services in 

an increasingly competitive environment, focused 

on speed-to-market and providing a better, and 

more accessible, service for consumers. As more and 

more customers demand “always-on and on-the-go” 

services via myriad smart devices and access points, 

developing innovative services quickly demands that 

traditional firms partner with more nimble financial 

technology firms in an effective manner that drives 

value creation. By taking advantage of their composite 

strengths, partnering firms can achieve competitive 

advantages through balancing speed of innovation with 

product safety and soundness.

Final Thoughts and Evolving Considerations on the 
Fintech Phenomenon

By taking advantage of their composite strengths, partnering firms can achieve competitive advantages 
through balancing speed of innovation with product safety and soundness.
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HOW PROTIVITI CAN HELP WITH THIRD-PARTY RISK MANAGEMENT?

The velocity and rate of change of innovation is an undeniable disruptor to many traditional industries. Advancements in technology are introducing new 
products, services, channels, and efficiencies that are creating a paradigm shift in customer behavior and creating competitive advantages and operational 
cross roads for many companies. 

Protiviti, with our market position, existing offerings and expertise, can help define a proactive and effective third-party risk management program that aligns 
to corporate goals customer service objectives, growth targets and overall brand perception in the marketplace which is unique for each organization.

We help organizations scan across the landscape for potential fintech partners, whereby financial service institutions can more rapidly identify specific fintech 
vendors that best augment core or supporting business processes. Our approach for prospecting and selection can better position institutions in identifying 
vendors that best align to their overall objectives resulting in improved business outcomes.

We can provide the following services: third-party program assessments; IT strategy and governance; functional transformation and improvement; enabling 
an innovation culture; new technologies assessment and implementation; M&A integration/divestiture transaction services and due diligence.
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